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EdgeNode is a powerful distributed application 
platform optimized for cost-effectively implementing 
and deploying collaborative Digital Health solutions 
for healthcare delivery and clinical research. 

It is a revolutionary solution-development platform 
that addresses obstacles that commonly prevent 
effectively using health information collected from 
the growing number of disparate sources.  These 
sources include EHR systems, claims processing, 
clinical research & trials, and patient-centric digital 
monitoring devices.  Based on unique, patented 
FireStar technology, EdgeNode directly addresses 
the top technical issues that make Digital Health 
solutions time consuming and expensive to 
implement.   

EdgeNode delivers the benefits of distributed 
solutions being approached today using Blockchain 
and Distributed Ledger Technologies (DLT) but 
does so more effectively and efficiently.  EdgeNode 
does this by: 

• leveraging existing data collection systems by 
providing a flexible non-intrusive data access 
capability. 

• providing semantic interoperability between 
disparate sources of data throughout the solution 
(MDMI mapping). 

• automating interactions between otherwise 
independent entities and processes with 
transactional integrity.  

• implementing autonomous processes that 
incorporate Artificial Intelligence to the overall 
solution (ActionAssist™).  

• storing data with metadata that preserves the 
provenance of each element of information 
(TransactionObjects™). 

• using distributed datalake storage that makes 
analysis and transformation to actionable 
information easier. 

• creating a blockchain-like audit trail of all data 
captured, user interactions and process steps 
(EventChains™). 

An EdgeNode solution consists of multiple 
EdgeNode modules running in the cloud and/or in 

local datacenters that communicate with each other 
via a logical network.  Each EdgeNode provides a 
common set of services that make implementing a 
integrated distributed solution easier.  Each 
EdgeNode module is capable of independent 
processing and can implement custom autonomous 
processing or user interfacing via its rich API set. 

The EdgeNode modules communicate by sending, 
receiving, and storing uniquely structured data 
packets called TransactionObjects™.  
TransactionObjects are rich messages that carry 
the data required for a given transaction along with 
metadata that describes the data’s nature and 
structure, the transaction message’s history 
(source, prior steps, etc.), and the future 
processing/routing that is required.    

When a TransactionObject is created, complete 
provenance is captured by using digital signing to 
ensure the integrity of the data when stored in the 
EdgeNode’s local datastore and to identify the 
source of the data.  Sophisticated encryption 
coupled with solution-specific access policies can 
protect sensitive data in TransactionObjects down 
to the element (field) level. 
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EdgeNode Platform Services 

Each EdgeNode provides a basic set of seven 
services essential for building a distributed 
architecture solution.  The EdgeNodes 
communicate with each other to distribute 
solution data and logic wherever needed in the 
cloud or on-site. These Platform Services are: 

Transaction Object Processor – Processes 
received TransactionObjects based on 
metadata blocks in the header.  This includes 
custom processing modules which are 
associated with the TransactionObject type.  
Provides fully distributed message processing 
between EdgeNode modules including dynamic 
message routing and maintaining message 
history. 

Local Datastore - A range of data is stored in 
each EdgeNode module including 
TransactionObjects created or received, 
processing scripts, solution configuration data 
and results.   The Local Datastore of all the 
EdgeNodes in a solution for a distributed 
datalake, facilitating flexible data analysis.  

Data Security & Integrity – Digitally signs and 
encrypts TransactionObjects and Content 
Blocks within a TransactionObject. Adds 
appropriate key information to the Security 
Block of the TransactionObject using state-of-
the-art PKI security.  Security can be applied 
down to the data element (field) level to allow 
for selective access based on assigned user or 
process authority. 

Module Admin - Manages maintenance 
functions for each EdgeNode module.  Also 
processes received Administrative 
TransactionObjects that support logical network 
administrativeand mainteance functions 
required to create a secure, private network of 
cooperating EdgeNode’s.  This includes 

module/user authentication, PKI certificate 
management, and instantiating custom 
processing modules.  

Content Mapper – Utilizes MDMI* maps to 
convert the contents of a source Content Block 
into a target Content Block.  Provides semantic 
interoperability for the message payload 
between public and proprietary message 
standards, such as HL7 and FHIR messages 
and vendor formats 

Message Abstract Queue – Provides a 
consistent internal interface and data 
representation for all messages received and 
sent.  Integrates and wraps all major message 
transports creating a consistent homogeneous 
logical network. 

Client Processor – Provides an interface to 
EdgeNode services for application level code.  
Allows development and integration of custom 
processing modules of message interactions at 
each EdgeNode.  Provides for the 
accessing/storing local data, and the 
generation, routing, and processing of 
TransactionObjects from local node 
applications. 
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EdgeNode Platform Capabilities

• Efficient Distributed Processing: The ability 
to easily define and implement a complex 
solution that efficiently distributes its processing 
and data across the resources of a network.   

• Multi-Step Actions: EdgeNode can implement 
multi-step transactions utilizing a unique 
specification contained within each 
TransactionObject message.  These together 
with ActionAssist™ guide a hierarchy of 
sequential and parallel processing steps to 
accomplish tasks such as data enhancement, 
validation, and review/approval. Transactions 
can be suspended and resumed. There is 
special handling for long-duration steps.   

• Coordinated Multi-Party Actions: Routing 
TransactionObjects to multiple EdgeNodes in 
sequence for coordinated action. 

• Semantic Interoperability: Mapping of data 
from a source using the MDMI standard 
overcomes the chief obstacle of interoperability, 
semantic inconsistencies. Many source formats 
are supported, including standards-based (e.g., 
HL7, FHIR, DICOM) and proprietary. 

• Strong Data Security: The information in each 
TransactionObject can be encrypted using a 
hierarchical encryption protocol down to the 
individual data element (field) level. This 
ensures information will remain private and 
secure while supporting exceptional flexibility in 
accessing data based on security policy tied to 
specific client programs, to user groups, or to 
individual users.  Ensures security of sensitive 
or confidential information while in transit and at 
destination. 

 

 

• Transaction Integrity:  Whenever a 
TransactionObject is created, sent, received, or 
stored it is digitally signed.  At least two digitally 
signed copies of each TransactionObject will 
always exist (i.e., one at the sending EdgeNode 
and one at the receiving EdgeNode).  Additional 
copies can be stored in other EdgeNode 
locations as suggested by the nature of the 
Digital Health Solution.  An EdgeNode Network 
Management function ensures consistency of 
such multiple data copies.  These capabilities 
reduce the chance that a transaction or 
distributed data will be compromised by fraud or 
intentional actions without the inefficiencies and 
lack of confidentiality of approaches such as 
Blockchain.   

• EdgeNode Network Management:  Provides a 
rich set of services required to implement a 
Private or Permissioned logical network of all 
entities involved and EdgeNodes for a given 
solution. They monitor, maintain, and support a 
network of operational EdgeNodes by 
authenticating users and nodes, providing the 
Public Key Infrastructure (PKI) required for 
security and integrity, as well as solution-
specific tasks best done by a trusted third-party. 
The Network Management service also can 
enforce transactional and data verification rules 
that ensure a “level playing field” for all 
participants in a solution within a given Logical 
Network. The result is a robust network of 
known parties and processing EdgeNodes that 
ensures the integrity of every transaction.  

• Auditability: Through EdgeNode’s use of 
TransactionObjects to store data, a record of 
related actions called an EventChain™, can be 
assembled that provides a non-repudiable audit 
trail of these actions. An EventChain includes 
all steps involved in completing a transaction 
and all data used in completing those steps. 
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Example EdgeNode-Based Digital Health Solution 

Consider a group of independent healthcare providers seeking to coordinate patient care.  A 
Primary Care doctor wants their patient to pursue a particular “care plan” that requires several steps 
(e.g., get an MRI, see a Specialist, get some blood work, come back) and several entities (e.g., a 
Diagnostic Imaging Center, Lab and Specialty practice) to complete.  It is important that each step 
be completed in a timely fashion to ensure quality patient care and that efficiency criteria are met.  

EdgeNode makes it easy to implement a distributed solution in which EdgeNodes coordinate the 
execution of the treatment steps between the entities involved.  The EdgeNodes work together to 
act on behalf of the Patient and the Providers. EdgeNode ActionAssist™ support independent 
processing to access source medical data record systems, schedule appointments, send 
reminders, track progress against plan, alert the Primary Care doctor to missed appointments, 
notify the doctor of unusual test results, and securely ensure that needed patient information is 
available at each step in the process. An EventChain™ will track every activity and the data 
associated with each step through digital signing so there is a comprehensive record of when steps 
were completed and by whom.  EdgeNode’s sophisticated data security and integrity features 
protect any sensitive information in a Patient record through a hierarchical encryption protocol, 
needed information is readily available to all providers and the patient at each step.  

For More Information:   
Email: sanders@firestarsoftware.com 
Visit:  http://www.FireStarSoftware.com  or 
          http://www.TrailClarity.com 
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